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IMPROVEMENT OF BANKING RISK MANAGEMENT
SYSTEM IN MODERN MARKET CONDITIONS

AKHMEDZHANQV ZH. S.
master’s degree, MFin-12n gr., Toraighyrov university, Pavlodar
BEKNIYAZOVAD. S.

PhD, associate professor, Toraighyrov university, Pavlodar

At the present stage of banking business development, it is not
enough to manage only certain types of banking risks, having autonomous
management and control systems. It is necessary to create a unified
banking risk management system, in which it is possible to trace, among
other things, the impact of implemented innovations on the magnitude
of each of the identified risks.

The risk management process can be presented in the following
sequence. At the first stage, it is necessary to formulate a risk management
strategy and, defining its purpose, answer the question «What does the
bank want to achieve?» It is well known that the greater the income, the
greater the risk associated with obtaining this income.

It is necessary to clearly formulate the «risk appetite» and build
a risk management strategy on this basis. For example, AS LTD Bank
(Latvia) has declared as a strategic goal of risk management to ensure
a balance between the risks that the bank assumes and profit in order to
minimize the potentially negative impact on the financial condition and
activities of the bank.

At the second stage, it is necessary to identify risks and identify
all risk-forming factors, which are usually understood as the essence of
processes or phenomena that contribute to the emergence of a particular
type of risk and determine its nature [1, c. 16].

Risk—forming factors are divided into adaptive (in English native -
inherent) and integral. Basically, risk-forming factors relate to adaptive,
i.e. inherent in specific types of risk and not affecting other types of
risks. At the same time, there are factors that simultaneously affect the
risks of several types, such factors are called integral. Integral factors
according to the level of impact are recommended to be divided into
factors of microeconomic and macroeconomic levels [2, c. 38]. Integral
risk - forming factors of the macroeconomic level include:

— change in the exchange rate of tenge against the world’s leading
currencies;

— fluctuation of the inflation rate;

— changes in the refinancing rate of the National Bank of the
Republic of Kazakhstan, LIBOR, MIBOR rates, etc.;

— changes in tax rates;

— changes in energy prices, etc.

As we can see, here we are talking about external factors that the
bank cannot influence. It is customary to refer to integral risk - forming
factors of the microeconomic level:

— dishonesty or professional mistakes of the bank’s employees or
its partners;

— software failures;

—illegal actions of bank employees or third parties;

— the level of management in the bank, etc.

In this case, we are talking about internal risk-forming factors that
the bank can influence. Almost all of these factors should be recognized
as operational risk factors.

At the third stage, it is necessary to evaluate risk objects, the cost
of which depends on risk-forming factors. Risk objects are all those
objects that are of value to the company. In an investment bank or an
investment banking business, the objects of risk will be all financial
instruments included in the portfolio (stocks, bonds, options, futures,
etc.), in a commercial bank, the objects of risk are assets and liabilities
that are sensitive to changes in interest rates or to changes in foreign
exchange rates.

At the fourth stage, you can start assessing and analyzing risks. This
can be done in various ways:

— «Mark-To-Market» valuation (revaluation of assets in accordance
with their current market value);

— sensitivity analysis (accounting and forecasting the impact of
changes in input parameters on the resulting indicators);

— «Value at Risk» (the amount of losses, which with a probability
equal to the level of confidence, for example, according to the Basel
documents — 99 %, will not be exceeded).

At the fifth stage, regulated and original techniques and methods are
used to reduce the likelihood of risk, the area of its spread or the strength
of the impact, or to neutralize the consequences of risk manifestation.

At the sixth stage, if necessary, changes should be made to the
existing risk management strategy.

The theory and practice of risk management has developed a
number of fundamental principles, from which three principles can be
distinguished: one cannot risk more than one’s own capital can afford;
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one must think about the consequences of risk; one cannot risk much
for the sake of small [3, c. 17]. Following the first principle of risk
management, the Basel Committee made significant adjustments to the
calculation of the bank’s capital and the determination of its adequacy
ratio. The latest documents of the Basel Committee recommend that
national regulatory authorities in the field of banking supervision adjust
the calculation of the bank’s capital adequacy ratio taking into account
three types of risk, namely, credit, market plus operational, which was
not in its previous recommendations.

Creating a risk management system, it is necessary to take into
account all types of banking risks. In the document setting out the bank’s
risk management policy, it is necessary to provide at least a list of possible
banking risks with a description of their essence. Identifying the risks
inherent in banking, it is necessary to keep in mind that there may be
situations when the risks that seemed to be the main ones become, at
least temporarily, secondary, and subtle secondary risks may prove fatal
for the banking business.

Until the 90s of the last century, banking risk management existed
at the level of individuals, portfolio managers, traders, or as an additional
function of the strategic planning Department or Treasury.

In the early 90s, when organizing a risk management system in
banks, a bottom-up approach began to be applied, in which all types of
risks were managed autonomously. The estimates obtained for different
types of risk were heterogeneous and could not be compared with each
other. With this approach, it was impossible to integrate the results
obtained. At the beginning of the new millennium, a different approach
began to be applied — «top-down». With this approach, it became possible
to obtain comparable estimates for all types of financial risk and aggregate
them. This was made possible by the following:

— implementation of a single, central, global data warehouse that
contains consistent and appropriately transformed information about
open positions and market data;

— optimal compromise between models for certain types of financial
risks and a model of general, integrated risk;

— implementation of a system capable of analyzing various risk
factors in a single integrated and consistent environment.

This approach has been called corporate risk Management
(«Enterprise-Wide Risk Management» (ERM)), or integrated risk
management at the company level. Corporate risk management is the
process of determining, evaluating and controlling the effect of internal

and external factors that can negatively affect the effectiveness of the
company’s activities and value.

The need to implement an integrated risk management system is
due to both external and internal factors.

External factors include the increasing volatility of financial
markets, recurring crises, increased pressure from regulatory authorities,
and improved risk management mechanisms.

Internal factors that contribute to the implementation of an integrated
risk management system: improving the financial stability of the bank,
increasing the credit rating, optimizing expected profits and losses,
reducing unforeseen losses, reducing profit volatility.

«Enterprise-Wide Risk Management» (ERM) is an architecture
through which banks can control risks at all levels and divisions from a
single management center — a division responsible for risk management
at the level of the entire bank.

The introduction of an integrated risk management system will
allow the bank to respond promptly to changes in the risk landscape that
occur when innovations are introduced into banking practice and make
effective decisions related to risk management of banking activities.

Banking innovations do not create completely new types of risk,
they only strengthen or reduce existing ones, and if they «generate»
new ones, then banking specialists are familiar with these types of risk.

The principles of risk management of implemented innovations are
proposed to be grouped into four blocks.

The management principles of the first block are formulated for
the level of top managers of the bank, they are related to the control of
business processes and the permissible level of risks identified during
innovation activities, as well as the reliability of partners who develop
certain innovative projects for the bank or ensure the reliable functioning
of the banking service.

The second block includes the principles of risk management of
info communication technologies. The third block includes principles
related to the sale of innovative products to customers and the provision
of high-quality banking services to them. The fourth block combines the
principles of strategic and reputational risk management.

Thus, the principles of risk management of implemented innovations
are as follows.

1. Control by the bank’s top management:

— creation of an effective monitoring system for operations related
to the operation of an innovative product, service or technology;
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— implementation of control procedures for maintaining an
acceptable level of identifiable risks;

— organization of control over the work of partners, on whose
activities the development of innovative projects of the bank or the quality
provision of innovative services directly depends.

II. Ensuring the security of the use of info communication
technologies:

— authentication of customers using electronic service channels;

— fulfillment of obligations on online transactions and strict
responsibility for their conduct;

— effective control over authorization procedures and access to
electronic banking systems, databases and application programs;

— accurate accounting of transactions carried out electronically;

— maintaining the confidentiality of banking information.

III. Risk management related to innovative banking products and
services:

—identification of risks associated with the sale of products and the
provision of services to the bank’s customers;

— development or adjustment of standard risk management
procedures related to the implementation of an innovative project;

—control over the maintenance of an acceptable level of identifiable
risks.

IV. Management of strategic and reputational risks:

— control over the compliance of innovation activities with the
strategic goals of the bank;

—disclosure of necessary banking information on the bank’s website;

— prevention of unauthorized access to client information;

— creation of an effective mechanism for responding to unexpected
incidents, including provocations by unscrupulous competitors, external
attacks on electronic banking systems, etc.

Innovative activities related to the introduction of new banking
products, the offer of services that have not previously existed in
banking practice, the development of new technologies always leads to
an increase in operational risk, which is especially noticeable at the stage
of implementation and the initial period of operation of an innovative
project. Operational risk as an integral part of the bank’s innovation
activity requires the creation of an operational risk management system,
which is part of the credit institution’s risk management system.

The operational risk management system is a set of measures and
procedures for identifying, measuring, monitoring, controlling and

limiting operational risks carried out on an integrated basis using modern
information technologies.

Taking into account the recommendations of the National Bank of
the Republic of Kazakhstan, technological maps have been introduced
that allow to maintain an analytical database of incurred operating
losses. Accounting is conducted in the context of the primary elements
of operational risk.

Two control options are proposed to ensure that the risk value
corresponds to an acceptable level. If the bank has developed and
established limit limits for each primary element of operational risk,
then the check for non-exceeding of the permissible level is carried out
piecemeal. Otherwise, the total risk of primary elements is calculated
and its value is estimated at an acceptable level [4, c. 15].

Thus, risk management at the corporate level has become an
urgent need for banks with a complex multi-level structure. Without
the integration of disparate risk management systems, banks bear the
greatest costs, and the observed processes of globalization in the banking
business only exacerbate the problem of risk management and stimulate
the introduction of an integrated banking risk management system, an
integral part of which is the operational risk management subsystem.
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