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Abstract

The rapid development of information technology, which penetrates all spheres of
public life, has contributed to the emergence of new legal relations regarding
personal information protection. In the conditions of the information society
formation, the right to inviolability of person’s private life acquires a special value.
The purpose of the study is to analyze the issues of the personal data protection legal
regulation in foreign countries and to develop scientifically based proposals for the
improvement and systematization of the regulatory framework of the Republic of
Kazakhstan, ensuring personal data confidentiality. The methodological basis of the
research constitutes general scientific methods (in particular, philosophical,
dialectical, synergetic, inductive, deductive, analysis, synthesis, formalization,
analogy, materialistic and empirical methods) in order to ensure the integrity and
balance of the research. The legislation of the CIS member states in the field of
personal data is not developing as dynamically as in European countries. The
regulatory provisions analysis showed that in the Republic of Kazakhstan a number
of aspects stipulated by European legislation are not applied. Nowadays, in the legal
regulation of the personal data circulation and protection, various problems need
resolving in order to guarantee the right to the citizens’ personal data protection.
Improving and amending the legislation of the Republic of Kazakhstan in the field
of personal data should place it on the leading states level.
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1. Introduction

In the XX century with the advent of the computer, the penetration into
all spheres of human activity, society and state information by computer
technologies and telecommunication networks began. This process has two
aspects. On the one hand, new technologies and means of communication
allow to “compress” time and “reduce” distances and to economize the labor
force. They also have political, technological and other advantages,
regarding interests of the individual, groups of people, the country, regions
and the world community. On the other hand, the problem of illegal actions
involving the use of the means of electronic information environment (e-
environment) is exacerbated. Activities concerning the databases formation,
processing and dissemination of information about persons without their
knowledge have led to the global problem of information security of the
individual, the society and the state. The international cooperation in legal,
economic, financial, banking, cultural and law enforcement spheres provides
for the free movement of information on goods, capital and services,
increases personal data flows and maintains the state sovereignity using
information technologies and telecommunication networks. Therefore, these
aspects determine the objective need to protect personal data.

Technological progress presupposes a wider range of needs and
opportunities for the collection and processing of personal data. In its turn,
personal data are increasingly used in a variety of areas, for example, in
business and politics. Besides, their use is developing into a multifaceted
activity. Thus, they can serve as a tool to violate human rights and freedoms,
including the right to privacy. In this regard, the development of personal
data protection is one of the most pressing challenges of the democratic
society today. The personal data protection and its improvement are not only
the responsibility of the state and the subject of state and legal regulations
but also must be considered in connection with the protection of human
rights and freedoms, including the right to respect for private life. In addition,
the creation of an effective system of personal data protection is one of the
international obligations related to the European integration of Kazakhstan.
In addition to the legal instruments governing such a system, its effectiveness
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is now ensured by the highly professional activities of authorized bodies,
which have already achieved a significant success in implementing the
international and European standards of personal data protection. However,
another important factor is the level of awareness of citizens and public
actors about the ways and possibilities of using these tools.

Many academic works by such scholars as Bachilo (2019), Abdullin
(2017), Lozovaya (2015), Byrum (2017), Shevchuk (2018) are dedicated to
the problems of practical application of ECtHR decisions in the law
enforcement. The purpose of this study is to compare the legal regulations of
personal data protection in foreign countries and develop scientifically
substantiated proposals for the development, improvement and amendment
to the legislation of the Republic of Kazakhstan, regarding personal data
confidentiality. The scientific novelty of the obtained results is that this paper
presents a comprehensive study of the constitutional protection of personal
information in a comparative legal aspect. A number of conceptual concepts,
theoretical positions and conclusions are substantiated for carrying out the
comparative legal analysis of personal data protection in the European Union
and in Kazakhstan.

2. Materials and methods

The methodological basis of this study is a scope of techniques and
methods of scientific knowledge. It is aimed to ensure the integrity and
balance of the research using general scientific methods (philosophical,
dialectical, synergetic, inductive, deductive, analysis, synthesis,
formalization, analogy, materialistic and empirical methods) as well as to
render a rigorous analysis of the personal data protection system in foreign
countries and Kazakhstan. The use of a general scientific dialectical method
helped to analyze the issue of personal information legal protection,
considering its interdependence, integrity, comprehensiveness and
dynamics. The subject of the study implied the use of the following methods.
A comparative analysis was used in order to compare the legal regulations
of personal information protection and their application in European
countries and Kazakhstan. Structural and functional methods served to
identify and study factors that affect the personal information protection. A
historical method was applied to analyze the history of the right to privacy
(in particular, in the field of information protection), its normative
consolidation and the history of the development of the legislation on
personal information legal protection in the European Union and
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Kazakhstan. A systemic method was used in order to consider personal in-
formation in combination with other legal phenomena related to its protec-
tion, especially from the standpoint of balancing the right to privacy and free-
dom of expression. A formal-logical method helped define the concepts of
personal data; formal and legal as well as interprete the current legislation
and case law of the European Union and Kazakhstan.

In order to clarify the historical development of the personal data protec-
tion institution, a historical method was applied. A systemic method is used
to apreciate a specific object as part of a system consisting of interconnected
elements. However, a structural-functional method consists of the interpre-
tation of the society as a social system that has its own structure and the
mechanisms of interaction of its structural elements performing their own
individual functions. Using the systemic and structural-functional methods,
the main mechanisms for protecting personal data in the European Union and
Kazakhstan were determined. The important place in the research methods
system was occupied by the method of legal analysis of normative legal acts
of international and European institutions in order to improve the existing
personal data protection system in the Republic of Kazakhstan. In the course
of the study, the following sources were analyzed: The Constitution of the
Republic of Kazakhstan, international legal acts, constitutional, administra-
tive, civil, criminal legislation, by-laws, and other legal and technical mate-
rial of the CIS and EU countries.

3. Results

The society has become increasingly digital. In light of these changes, on
a daily basis everyone is affected in different ways by the pace of
technological development and the ways of personal data processing.
Effective personal data protection in the EU (European Union) is ensured
through a comprehensive mechanism consisting of the following elements:

pan-European regulations, national legislation governing personal data
protection and the limits of their protection, which determine the conditions
for the transfer of personal data to third countries;

basic principles of law on personal data protection with legal clarity;

European advisory and supervisory bodies for personal data protection;

special legal status, fundamental rights, freedoms and responsibilities of
data subjects, controllers, operators and third parties (Avramenko, 2019).

The EU’s reforms in the field of personal data protection are large-scale
and complex. They have a significant impact on individuals and business
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giving them many benefits. Nowadays, among the most important legal doc-
uments of the European Union on legal circulation and personal data protec-
tion, the following ones can be singled out:

Convention for the Protection of Individuals with Respect to Automatic
Processing of Personal Data (Convention 108), which is one of the few in-
ternational treaties that enshrines a person’s right to privacy of personal in-
formation that is binding on its signatories (Council of Europe, 1981).

Directive 95/46/EC “On the protection of the rights of individuals with
regard to the processing of personal data and on the free circulation of such
data”, which laid the foundations for a pan-European system for the protec-
tion of personal data (European Parliament, 1995).

Regulation No. 45/2001 “On the protection of individuals in the pro-
cessing of personal data carried out by institutions and bodies of the Union
and on the free circulation of such data”, according to which institutions and
public authorities should preserve the protection of citizens’ fundamental
rights and freedoms and most importantly the right to privacy of personal
data (European Parliament, 2000).

Directive 2002/58/EC concerning the processing of personal data and the
protection of confidentiality in the electronic communication sector (Euro-
pean Parliament, 2002).

Regulation (EU) 2016/679 “On the protection of natural persons with re-
gard to the processing of personal data and on the free movement of such
data and repealing Directive 95/46/EC (General Data Protection Regula-
tion)” (European Parliament, 2016).

Throughout the entire period of the European Union existence, its legis-
lation has been formed in relation to the circulation and protection of per-
sonal data. Legal regulation of the circulation of personal data and their pro-
tection in the rapidly developing digital environment requires regular im-
provement and harmonization. Each of the adopted documents has its own
characteristics that respond to the challenges, risks and threats that have
taken place. Various reasons of social, economic, political, technological na-
ture have become the basis for their development and adoption. Such a thor-
ough legal regulation of the issue under consideration gives grounds to assert
that in the conditions of modern global information space, personal data pro-
tection is one of the basic human needs (Reding, 2011).

Directive 95/46/EC of the European Parliament and the Council on the
protection of individuals in the processing of personal data and on the free
movement of such data “enshrined eight basic principles of personal data
protection, according to which data controllers must act”. The Directive anal-
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ysis shows that these basic principles are the following: the principle of per-
socentrism (the system of personal data protection is formed primarily for
human service), the principle of extraterritoriality (personal data owners
(controllers) regardless of the individuals’ nationality or place of residence
must respect their fundamental rights and freedoms); subsidiarity principle
for the rights and freedoms of data subjects (Bu-Pasha, 2017).

The document also sets out a mechanism to link the right to protection of
personal data with the right to privacy. The level of individuals’ rights and
freedoms protection with regard to the processing of such data must be the
same in all Member States in order to eliminate obstacles to the personal data
transfer. Moreover, particular attention is paid to the principles of personal
data processing (legality, clarity, fairness, and accessibility). Data protection
of individuals should be applied to both automated and manual data pro-
cessing; and the extent of such protection should not depend on the methods
used. Derogating from the ban on the processing of confidential data catego-
ries may be justified by the public interest in such areas as public healthcare,
social protection, research and government statistics (Brazkiewicz, 2019).

In addition to universal international treaties, the relevant norms are con-
tained in regional international treaties in the field of human rights protec-
tion. Thus, the provisions on the protection of the right to privacy are em-
braced in Art. 7 of the Charter of Fundamental Rights of the European Union
(European Parliament, 2012). Art. 8 of the Convention for the Protection of
Human Rights and Fundamental Freedoms of 1950 states: “Everyone has the
right to respect for his private and family life, his home and his correspond-
ence” (Council of Europe, 1950). This document became the source of the
personal data protection system. It should be noted that the Charter of Fun-
damental Rights (Charter) enshrines not only the right to protection of per-
sonal data of a person and a citizen but also regulates the support of values
and principles related to this right. This document preserves the need for
honesty in the personal data processing and the implementation of this pro-
cess with the person’s consent and only on legal grounds established by the
applicable law. In addition, all subjects should be given the right to correct
errors in their personal data. These principles must be upheld by the compe-
tent authority. Individuals should also have the right to access their data
(Gonzalez, 2016).

All necessary measures to ensure the right to respect for private life and
personal data protection of the citizen must be taken by the state. The right
to protection of personal data may be applied to any transaction related to
personal data processing and will be subject to the rules on protection. When
an employer enters data on the employees’ names and salaries, there is no
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violation of their right to personal data protection. At the same time, if the
employer transfers the employees’ personal data to third parties, it falls under
the scope of the relulation on the right to protection of personal data. Record-
ing information about employees is considered personal data processing, so
employers must follow the rules of personal data protection (Hoofnagle,
2019).

In order to create an effective mechanism for monitoring the activities of
national institutions, the independent institute of the European Data Protec-
tion Officer was established in 2000. It was established in accordance with
Acrticle 41 of Regulation 45/2001 of the European Parliament (2000) and the
Council of 18 December 2000 on the protection of the rights of individuals
with regard to the processing of personal data by EU bodies and institutions
and on the free movement of such data.

This institution functions are similar to those of an ombudsman, but it is
specialized in personal data protection. The appointment to this position is
based on the results of a candidates’ public competition. The main criterion
of the European Data Protection Officer’s activity is its independence from
other EU institutions, which is ensured by a special mechanism laid down in
the Regulation. Its main task is to ensure the respect for the right to privacy
and personal data protection by all federal bodies and institutions, providing
advisory clarifications on its own initiative and at the request of interested
bodies. It is also important to hightlight that, according to Article 24 of Reg-
ulation (EC) 45/2001, along with the position of the Commissioner each EU
body appoints at least one person as an officer (hereinafter — the Officer) for
personal data protection. The officer must serve a term of two to five years
(Custers et al., 2018).

The EU General Data Protection Regulation (GDPR), developed and
adopted back in 2016, came into force on May 25, 2018 (European Parlia-
ment, 2016). Improving the principles laid down in previous documents on
the protection of personal data and privacy, it aims to strengthen the most
important individual rights in the digital age. In addition, it eliminates the
fragmentation of the EU Member States legislation, unifying it and removing
administrative barriers. The key importance is given to the issue of cross-
border data exchange in order to strengthen the control over confidentiality
and introduce the international standards of personal data protection.

It is noteworthy that with a view to protect the effectiveness of principles,
the Regulation also provides for technical aspects of personal data protection.
In particular, the Regulation controls the mandatory use of such procedures
as anonymization, pseudonymization and data encryption by data processing
organizations. The anonymization implies removing personal identifiers
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from data arrays, while the pseudonymization is the replacement of personal
data identifiers with identifiers. The use of such procedures obliges the con-
troller to consider the processing purposes, the risks of threats to the rights
and freedoms of individuals, the processing volume and nature as well as the
implementation cost. However, the Regulation does not specify what risks
are significant, what processing purposes and tasks should be taken into ac-
count, etc. It is advisable for the controller or the processor association to
develop codes of conduct approved by the appropriate supervisory authority.
They will allow to independently regulate their activities, even considering
the control of the authorized bodies. These documents are especially im-
portant when transmitting personal data to a third country or an international
organization, which should involve an additional guarantee of their protec-
tion (Granger & Irion, 2018).

European law sets strict limits on the collection and the use of personal data
and requires each EU country to establish a national independent body to pro-
tect such data. For example, in France, the National Commission for Informat-
ics and Freedoms is such an independent administrative authority. Its inde-
pendence is ensured by its formation conditions (from various bodies and the
civil society), the term of office (5 years), the prohibition of conflicts of inter-
est, and the lack of prior financial control over the commission costs (such
costs are controlled only by the Accounting Chamber) (Dei et al., 2020).

Furthermore, sensitive personal data also includes certain information re-
lated to the relationships between the employer and the employee. The Eu-
ropean Community pays considerable attention to this issue. Thus, in the in-
terests of information security the German government established a federal
agency for security in the field of information technology in 1993. The com-
petence of this department includes the technical information protection,
consultations of citizens on technical information protection and security
equipment certification and standardization. In addition, this agency encour-
ages the protection of business information.

It is also worth noting that in the labor legislation of France and Italy, the
concept of employee’s personal data is defined as information required by
the employer related to a particular employee and his professional qualifica-
tions and professional qualities. This information also applies to the require-
ments that may be imposed on the employee due to the nature of the work.
In this case, the French law of December 31, 1992 on the protection of per-
sonal dignity of the employee during employment and during the employ-
ment contract gives the employer the right to request information when hir-
ing solely to determine the employee’s professional qualifications. It should
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not concern his moral account, the nature and peculiarities of his personal
and family life (Guiwan, 2019).

Some countries, while not prohibiting or preventing the collection of em-
ployee’s data from third-party sources, restrict this data processing by the
employer. For example, in Austria there is a guaranteed right to receive in-
formation about the employee from his former employer. This is explained
by the fact that the so-called certificate of employment must relate to the
employment duration and the services type. Besides, any statement or phrase
that hinder the employee’s future career is prohibited. In particular, the in-
formation may not be provided to the next employer if it concerns the reason
for the employee’s dismissal, negative assessment of his work or his engage-
ment in activities provided by a member of the works council or a labor un-
ion. The same applies to oral communications of (former) employers. A sim-
ilar legal situation exists in Belgium.

In some European countries, special regulations were adopted in the field
of employees’ personal data protection. For example, in Poland there is a
Regulation on general data protection, which entered into force on May 25,
2018. It regulates, inter alia, the collection and processing of employee’s per-
sonal data, including biometric data. According to this Regulation, the em-
ployer has the right to request a list of certain personal data from candi-
dates/employees. It is important to underline that the employer also has the
right to collect other work-related data if the employee gives his consent and
the processing of such data is in his interests. At the same time, the Regula-
tion also sets restrictions on video surveillance of employees at the work-
place, as well as special requirements for the personal data storage. Thus,
video surveillance will be possible if it is necessary to ensure the safety of
workers, protect property, control production or preserve confidential infor-
mation. Each employer is obliged to indicate the goals, scope and method of
monitoring the employee’s personal data in the collective or employment
agreement or work instructions (Kutsin, 2018).

In Croatia and the Czech Republic, employers have to inform their em-
ployees about the e-mail observation and monitoring. In other countries, such
as Bulgaria and Poland, this is not required by law, but, in practice, employ-
ers include relevant conditions and rules in the work instructions or the col-
lective agreement in order to implement a transparency policy. Employees
also receive information on possible monitoring of their emails and internet
access. In particular, the employer determines the following issues: whether
it is possible for employees to use private e-mails during working hours;
terms and conditions of e-mail for private purposes; the procedure for open-
ing an employee’s e-mail in case of his long absence; whether the employees
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can access the Internet during working hours; and technical and organiza-
tional measures to protect personal data.

Thus, it is common in many European countries for an employer, as the
owner of a computer system, to obtain the right to monitor an employee’s e-
mails. However, such monitoring may only be carried out with the em-
ployee’s knowledge. At the same time, in almost all European countries there
is a special institution, whose functions include monitoring of the compliance
with procedures of personal data protection. For example, in the Czech Re-
public it is the Office for Personal Data Protection, in Croatia this role is
performed by the Agency for Personal Data Protection, in Bulgaria it is with-
ing the competence of the Commission for Personal Data Protection. The
most characteristic prerogatives of these institutions are to supervise personal
data protection, detect violations during the personal data collection and the
application of sanctions, monitor the legislation on personal data protection,
consider and resolve complaints, etc. (Martinez, 2018).

It has already been pointed out that the European Union legislation devel-
oped and effectively applies legal mechanisms to mediate the processing and
protection of certain personal data categories. Therefore, much attention is
paid to the sensitive personal information protection, for example, in the law
enforcement activities. It can be illustrated by the Recommendation No. R
(87) 15 of the Committee of Ministers of the Council of Europe (1987),
which regulates the use of personal data in the police. According to this doc-
ument, data processing activities “for police purposes” mean all the problems
that can be solved by the police in order to prevent or stop criminal offenses
and establish public order. The basic principles of this Recommendation are
based on the data processing solely for legitimate purposes. Consequently, it
should be limited to the extent necessary to avert a real danger or to put an
end to a criminal offense.

Any exception to this provision should be subject to the special national
legislation. If a person’s data were collected and stored without his or her
knowledge and if data were not destroyed, he or she should be informed that
information about him or her is being kept. Data collection by technical or
other automated means may be carried out only in accordance with the per-
sonal consent. Moreover, the personal data collection only on the grounds of
a certain racial origin, religious beliefs, sexual behavior, political views or
belonging to movements or organizations that are not outlawed should be
prohibited. The data collection concerning these issues may be realized only
in case of an exceptional need to achieve the maximum legality and openness
of a specific investigation (Tikkinen-Piri et al., 2018).
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The transition to the information society in the Republic of Kazakhstan
took place at the end of the 20th century when almost all spheres of life were
reformed. By the beginning of the twenty-first century, the information rev-
olution affected almost all aspects of social reality, including the economic,
socio-political, cultural and spiritual development of the society. Information
and communication technologies also penetrated into management activities.
The relatively recent legislation of the Republic of Kazakhstan consolidated
the provisions on personal data protection. At the same time, the state has
not accumulated a lot of law enforcement experience in this area, unlike most
democratic states. Today, the Republic of Kazakhstan passed a natural stage
of development determined by the “information society”.

In the Republic of Kazakhstan, the collection, processing and protection
of personal data is regulated by the Law “On Personal Data and Protection”
(Parliament of the Republic of Kazakhstan, 2013). Peculiarities of this pro-
cess may be regulated not only by Article 3 of this Law but also by other
laws and the acts of the President of the Republic of Kazakhstan. The laws
governing personal data include the following ones: the Code of the Republic
of Kazakhstan of July 7, 2020 No. 360-VI “On human health and the health
care system” (Parliament of the Republic of Kazakhstan, 2020); Labor Code
of the Republic of Kazakhstan dated November 23, 2015 No. 414-V (Parlia-
ment of the Republic of Kazakhstan, 2015).

A special procedure for processing personal data is provided by the leg-
islation of the Republic of Kazakhstan to ensure their protection. There is a
unique legal regime of processing by special authorized bodies that have the
appropriate competency under the current legislation. It includes obligations
of subjects, the principles and conditions of this processing, control measures
and responsibility for violations of the legislation. In addition, the protection
of all individuals’ personal data included in electronic databases are en-
shrined in the Resolution of the Government of the Republic of Kazakhstan
(Alyamkin, 2016).

Apart from that, it is prohibited for owners and operators of mobile com-
munication companies to dissemine personal data without legal grounds or
consent of the subject or its legal representative, in accordance with the cur-
rent Law of the Republic of Kazakhstan “On personal data and their protec-
tion” (clause 1 of Article 11 of the Law “On personal data and their protec-
tion™). This norm can be regarded an important part of the integral mecha-
nism for protecting personal data. After all, the violation of personal data
confidentiality by the owner and operator can cause significant moral or ma-
terial damage to an individual. Therefore, the level of personal confidence in
information resources largely depends on how effectively the personal data
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confidentiality is ensured during their collection, storage and use and con-
tributes to their involvement in the informatization (Shevchuk, 2018).

The depersonalization procedure is an important factor in guaranteeing the
personal data security. The current legislation of the Republic of Kazakhstan
enshrines the provisions on the personal data depersonalization used for statis-
tical, sociological or scientific research by operators or state-authorized bodies.
The legislation also regulates the termination of the obligations of the owner,
the operator and the third party to protect personal data from the moment of
their depersonalization. That is, if personal data was anonymized, the legal
confidentiality regime in relation to them ceases to apply, since it becomes
impossible to identify personal data and their holder (Bachilo, 2019).

The analysis of the national legislation of the Republic of Kazakhstan re-
veals an important aspect of the mechanism for ensuring the personal data
confidentiality that needs improvement. Despite the fact that the Law of the
Republic of Kazakhstan “On personal data and their protection” stipulates
that restricted personal data is confidential, the procedure for ensuring con-
fidentiality is regulated superficially. However, it is worth mentioning that
in solving this issue, the experience of the EU countries is remarkable. For
example, the legislative acts on personal data protection in Sweden do not
contain a specific regulatory indication of the personal data confidentiality.
Despite this, the procedure for ensuring their security is very carefully de-
tailed. The Swedish legislation provides special criteria for technical and or-
ganizational measures to protect personal data during their processing. These
measures are aimed at maintaining the required personal data security level,
considering the available technical facilities, the relevant measures costs,
special risks associated with personal data processing, and the processed data
sensitivity degree (Abdullin, 2017).

The requirements in the field of information security and information and
communication technologies were adopted in accordance with the decree of
the Government of the Republic of Kazakhstan in 2016. They are mandatory
for state bodies, local executive bodies, state legal entities, quasi-public sec-
tor entities, owners of private information systems integrated with the state
information systems or intended for the formation of state electronic infor-
mation resources and owners of critical information and communication in-
frastructure facilities (Telina, 2016).

It is necessary to add that in many European countries, such issues are
regulated by legislation. The importance of ensuring personal data protec-
tion, itis considered expedient to implement the organizational and technical
regulation by law. Having analyzed the legislation that governs operational-
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search activities in Kazakhstan, significant shortcomings that result in viola-
tion of the human right to personal data protection can be identified. First of
all, this concerns the access to information and its storage, which is collected
during operational search activities (Zhatkanbaeva, 2009).

Clause 3 of Art. 5 of the Law of the Republic of Kazakhstan “On opera-
tional-search activity”, establishes that “a person whose guilt in the prepara-
tion or commission of a crime has not been proven, has the right to demand
from the body carrying out operational-search activity the information that
served as the basis for its verification and the nature of the available infor-
mation regarding him” (Parliament of the Republic of Kazakhstan, 1994).

This provision was somewhat concretized with the introduction of the
“right to informational self-determination” by the Federal Constitutional
Court in 1983, which could be limited to a dominant public interest. It im-
plies that the state or by third parties can conduct an operational-search ac-
tivity without notifying the individuals whose personal data were used. How-
ever, such interference should not violate the principle of proportionality,
that is, it should not be longer in duration than determined by the legislator
and also not be used for a purpose other than that provided by the law. In
accordance with the provisions of the German Federal Data Protection Act,
the right of the data holder to access his personal information may be limited
if this could harm public safety and order (para. 4 819). Besides, the French
law “On Informatics, Card Index and Freedom” establishes restrictions on a
person’s access to personal data if they are of interest for the state security,
national defense, and public order. Moreover, free access to administrative
documents containing information not of personal nature but affecting an in-
dividual’s interests also allows for the exceptions to the general rules (Article
19) (Lozovaya, 2015).

Finally, the Law of the Republic of Kazakhstan “On Personal Data and
Their Protection” establishes general requirements for the personal data pro-
tection, but they require more considerable control by the state. The down-
side of these requirements implementation is the fact that in this area many
issues are not regulated by law at all. Currently in the Republic of Kazakh-
stan, there is no legislation body on the circulation and protection of personal
data. However, it is at the initial stage of its development and should be sim-
ilar to the European countries’ personal data protection agency. It will deal
with the issue of creating a register of all personal data operators in Kazakh-
stan, monitoring the information systems owners and the state of personal
data protection.
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4. Discussion

The lack of an authorized body in the field of personal data protection of
the Republic citizens is a significant problem, but it is being resolved. Deputy
Chairman of the Committee on Information Security of the Ministry of Dig-
ital Development, Defense and Aerospace Industry said that “A prototype of
the Data Protection Agency will appear in Kazakhstan being the only center
responsible for the security of Kazakhstan citizens’ personal data. The per-
sonal data collection and processing is entrusted to the state bodies where
these processes take place, until a new authorized body is established”
(Yurchenko, 2016).

In this study, special attention is drawn to the progressive nature of the
European experience in the personal data legal regulation. While creating the
authorized body in the field of personal data, this experience is worth bor-
rowing. Its peculiarity is that the authorized bodies of the European Union
and the supervisory authorities for data protection of the Member States are
endowed with an independent status. Accordingly, in the Republic of Ka-
zakhstan, the created authorized body should be independent, not accounta-
ble to any ministry and endowed with necessary functional powers and ma-
terial resources. The status of the independent body will make it possible to
identify violations at all levels of public authorities, in quasi-public and pri-
vate sectors (Khuzhina, 2015).

The amendments to the conceptual and terminological framework of the
Law of the Republic of Kazakhstan “On personal data and their protection”
require special attention from public authorities. The extension of terminol-
ogy should include the disclosure of all actions related to personal data pro-
tection. Moreover, such important aspects of personal data as their modifi-
cation and addition also remained unresolved. The importance of the defini-
tion of these terms to provide their unambiguous understanding and addi-
tional guarantees of compliance with the rule of law in the law enforcement
practice, it should be considered appropriate to supplement Article 1 of the
Law of the Republic of Kazakhstan “On Personal Data and Their Protection”
with the following definitions: “Changes in personal data are actions aimed
to correct and clarify personal data contained in the database. Supplementing
personal data is actions aimed to enter new personal data that were not pre-
viously introduced into the database” (Byrum, 2017).

When reforming the legislation of the Republic of Kazakhstan in the field
of personal data protection, another important factor within the European
Regulation on Personal Data Protection is General Data Protection Regula-
tion (GDPR). Apart from that, the introduction of “confidential personal
data” in domestic law is also worth paying attention to. The “sensitivity”
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criterion is very valuable in identifying personal data. Consequently, in-
creased security measures are required when establishing guarantees for data
processing and choosing an appropriate legal and practical mechanism for
regulating and protecting personal data (Radkevich, 2014).

An important step in shaping legislation on personal data protection is
reforming the EU legislation. After all, current European legislation forms a
large set of legal norms on personal data protection. It is necessary to take
into consideration this reform results in the sphere of personal data circula-
tion and protection in such integration organizations as the Commonwealth
of Independent States and the Eurasian Economic Union. European law prin-
ciples and standards have become fundamental in the law formation in other
non-European countries. Accordingly, the EU norms are not only universal
but they also analyze the accumulated European practical experience in ap-
plying the principles enshrined in current international instruments. Today,
many countries are borrowing the European experience in this area and try-
ing to implement it into national law. Thus, this practice should also be in-
troduced by the Republic of Kazakhstan to ensure personal data protection
in the state and international cooperation.

The legislation of the CIS member states on personal data protection is
not developing as dynamically as in European countries. In addition, it does
not detail many procedures as it is done in European legal documents. Thus,
the regulatory provisions analysis showed, a number of aspects embraced by
European legislation are not applied in the Republic of Kazakhstan. For in-
stance, there is no right to be forgotten and to data portability. The improve-
ment of the legislation of the Republic of Kazakhstan on personal data should
placed on the leading states legislation level. If the state pretends to be inte-
grated into the global information space, it must be ready to ensure the max-
imum protection level for its citizens, especially in such an important area as
personal data protection.

Personal data protection in the Republic of Kazakhstan is preserved in the
current legislation. It enshrines the rights and obligations of the subjects of
these legal relations and provides the mechanism for regulating the use of
personal data and liability for violation of an individual’s right to confiden-
tiality. The need for international legal regulation of personal data protection
should be rejected. The Republic of Kazakhstan should organize its own leg-
islation in accordance with the norms and principles of the European Union
law.

Finally, the development of personal data protection legal regulation in
the Republic of Kazakhstan lags behind European realities, according to the
analysis of the current national legislation. Nevertheless, the personal data
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protection level through the implementation of the best practices is improv-
ing. For example, Kazakhstan and the European Union signed the Enlarged
Partnership and Cooperation Agreement in 2015, which prescribes the par-
ties to ensure high personal data management requirements.

5. Conclusions

The globalization, informatization and new technologies development
require new understanding of the problems of protecting human rights and
freedoms, achieving a balance of the interests of the individual, the society
and the state, and modernizing the legal framework. The current state of legal
regulation on personal data circulation and protection in the Republic of
Kazakhstan has need for its harmonization with the international standards
by adopting appropriate amendments and additions to the national
legislation. At the same time, it is important to take into account the
progressive international and European experience in personal data
protection. The legislation on personal data circulation and protection has
been of considerable importance throughout the European Union’s existence.
However, in the rapidly evolving digital environment, the legal regulation of
personal data circulation and protection needs to be regularly improved and
harmonized. Each adopted document has its own characteristics, which
respond to the challenges, risks and threats that have occurred Apart from
that, it contains the basis for the legislation development due to various
reasons of social, economic, political and technological nature. The
comprehensive analysis of the legal mechanisms for personal data protection
in the EU demonstrates the formation of the legal institution for the personal
data protection in the EU. However, the role of technological progress and
globalization, the information technology development, automated data
processing methods, the global information systems formation raises the
problem of a continuous improvement of legal and technical regulation of
personal data protection.

The national legislation of the Republic of Kazakhstan lags behind the
European and the world experience, as proved by the current national
legislation analysis. It is worth noting that in 2015, Kazakhstan and the
European Union signed the Agreement on Enhanced Partnership and
Cooperation, which addresses the need to ensure a high level of personal data
protection by the experience and knowledge exchange. The negative aspect
of the national legislation in the Republic of Kazakhstan is that there is still
no authorized body for personal data protection that would be similar to the
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agencies for personal data protection in European countries. However, its
creation has already begun. This body should be independent as it should
protect the citizens’ human rights. Furthermore, the normative regulation of
personal data protection of the Republic of Kazakhstan does not provide
adequate protection and needs improving in order to increase the level of
compliance with the international and European standards.

In order to effectively ensure the right to protection of personal data, a
number of issues should be addressed within the legal regulation of personal
data. Accordingly, improving the legislation on personal data should raise it
to the leading countries legislation level, promote its integration into the
global information space and ensure its citizens’ protection. Despite the lack
of experience in personal data legal protection in Kazakhstan, this study is
of practical importance and constitutes the basis for the development of
personal data protection mechanisms. In addition, it is made up of democratic
values and ideas borrowed from the rich positive experience accumulated by
European states. The extreme urgency of the outlined problems caused the
need for the analysis and understanding of the legal science possibilities to
ensure the personal data protection. The proposals aimed at improving
legislation in this area are distinguished by their novelty.

The practical significance of the obtained results lies in the fact that the
main conclusions, formulated in the course of the research, can be used in
the following law-making activities: the development and improvement of
the international legal norms, European legal acts and Kazakhstani
legislation on the protection of the individuals’ rights and freedoms when
using their personal data; in law enforcement activities related to the
individuals’ personal data protection in the European Union and in the
Republic of Kazakhstan; when training specialists whose activities are
directly connected to the use (collection, processing, storage, transfer, etc.)
of personal data; the boost of awareness and legal literacy regarding the
protection of the rights and freedoms in personal data processing by
entrepreneurs, representatives of federal government bodies and executive
authorities and local government bodies of the Republic of Kazakhstan. This
research is a fundamental analysis of the existing legal norms of the
European Union concerning the individuals’ personal data protection. There-
fore, the theoretical significance of this study results is that they can be used
for further further research in the sphere of protecting human rights and
freedoms and contribute to resolving the problems of personal data
protection.
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